3GPP TSG-SA3 Meeting #116
S3-241806
Jeju, South Korea,  20th - 24th May 2024
Source:
Nokia
Title:
pCR on solution 8 editorial correction
Document for:
Approval

Agenda Item:
5.8
1
Decision/action requested

It is requested to approve the chapter 4 content.
2
References

[x] 3GPP TR 33.702: "Study on Security for mobility over non-3GPP access to avoid full primary authentication."

3
Rationale

Editorial correct in the key names of the solution 8.
4
Detailed proposal

**** START OF CHANGE ****
6.8
Solution #8: N5CW device reconnecting
6.8.1
Introduction 

This solution addresses the security solution of KI#3. 

6.8.2
Solution details
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Figure 6.8.2-1 N5CW mobility procedure

0: N5CW device is connected and authenticated via TWAP1 and TWIF as defined in clause 7A.2.4 of TS 33.501[3].  Once authenticated, TWIF sends the reauth Id to UE. 

Format of the reauth id follows:

username/temp number>@nai-reauthent.5gc.mnc<MNC>.mcc<MCC>.3gppnetwork.org.

NOTE: Currently the NAI is defined as NAI = "<any_username>@nai.5gc. mnc<MNC>.mcc<MCC>.3gppnetwork.org". For TWIF to identify the NAI or reauth Id, both should have a different format.

Alternatively, temporary number of reauth Id can be generated by UE as well.

Steps 1 is similar to step 1 defined in clause 7A.2.4 of TS 33.501[3].

2.  The N5CW device shall send back an EAP response/Identity with reauth id if available. Otherwise, N5CW device respond with SUCI or 5G-GUTI as defined in step 2b of clause 7A.2.4 of TS 33.501[3]. Reauth Id shall contain home realm and temporary unique number to identify the UE.

3.
The TWIF is able to retrieve the context based on reauth id. If the TWIF is not able to identify the context based on the reauth Id, then TWIF rejects the request and then N5CW device provides the SUCI or 5G-GUTI.

4.
If TWIF is able to retrieve the context, the TWIF may skip the authentication and further derive the KTNAP from the KTWIF and generate reauth Id .
5.
The TWIF shall send the TNAP key, RAND value, MAC value of the RAND and the Success indication in a message to the TNAP2.

6.
TNAP2 forwards the with RAND to the N5CW device.

7. When N5CW device receives a RAND value along with EAP-SUCCESS, then N5CW device drives the KTNAP. If MAC is provided, the MAC verification is also performed.

8.
The TNAP key corresponds to the PMK (Pairwise Master Key) which is  used to secure the WLAN air-interface communication, similar to step 12 in clause 7A.2.4 of TS 33.501[3]. TNAP2 forwards the Reauth Id to N5CW device via EAP-Req/Notification. Alternatively, Reauth Id can be provided in step 6 as well.

Key Derivation

When deriving KTNAP keys from the KTWIF for N5CW device during the mobility, the following parameters shall be used to form the string S.

-
FC = 0xx 

-
P0 = RAND value

-
L0 = length of RAND value

KTWIF is used as root key.

6.8.3
Evaluation

Impact on the nodes/device:

	Node/UE/NF
	solution

	N5CW device 
	-
Derive new KTNAP keys  

- receive reauth Id from TWIF and provide the same as  NAI to next TNAP

	TWIF
	-
Derive new KTNAP keys 

-
provide RAND and reauth Id  to N5CW device.
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